BE CYBER AWARE

TAX REFUND FRAUD

Who's getting YOUR refund? If your tax return is rejected as a
duplicate, you may be a victim of tax refund fraud.
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Criminals are targeting
workplaces with phishing
e-mails to steal employee
W-2s and file fraudulent tax
returns.

[Z FROM: Your Boss <boss@fooledyou.us>
SUBJECT: Areyouin?

I High Importance

XXXXXX,

Send me all employees’ W-2s ASAP.

VERIFY ALL W-2 REQUESTS.

E-MAIL SAFETY TIP

If an unexpected e-mail requests valuable information, verify before you
supply, but don’t use any contact information in the e-mail. Use an existing
contact method (e.g. known phone number).

When using electronic tax filing software, create a strong
password and ensure all direct deposit information is
accurate. File your tax return as early as possible to beat

criminals to it!
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